Exhibit I
Scanning Release Form

The Consultant acknowledges that the State will conduct a security and vulnerability scan as part of the review of the Consultant’s RFP. This scan will not include a penetration test. The State will use commercially available, industry standard tools to scan a non-production environment with non-production data at mutually agreeable times.     
 
The Consultant should fill in the information below and sign the form. The Consultant’s employee signing this form must have the authority to allow the State to do a security scan. If no security contact is given the State will assume that the State can scan at any time. At the State’s option, any RFP response that does not include a completed and signed form may be dropped from consideration. If there is State data protected by federal or state law or regulation or industry standard involved, the State is more likely to consider a security scan necessary for an RFP to be considered. Except for State staff, the State will only provide scan information to the Consultant’s security contact. At the State’s option, the State will conduct the scan at a location named by the Consultant. The Consultant can only request, not require, naming the scanning location. The State may consider a comprehensive, complete, and recent risk assessment as satisfying the scanning requirement. If required, the State will sign a non-disclosure agreement before scanning or receiving the risk assessment. 
 
Consultant’s name: __________________________________________
 
 
Consultant’s security contact’s name: ___________________________
 
 
Security contact’s phone number: ______________________________ 
 
 
Security contact’s email address: _______________________________ 
 
 
Web address URL or Product Name _____________________________ 
The State will contact the security contact to arrange for a test log for scanning. 
 
 
Consultant’s employee acknowledging the right to scan: 
 

Signature: ____________________________	 

Name (Print): _________________________ 
 
Title: ________________________________ 
 
Date: ________________________________ 	 
 


